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Adlan1shanslusunsudmiuldauldan FortiClient VPN

1. ailnanlwdfdnnsanlink: https://links.fortinet.com/forticlient/win/vpnagent

2. WDalvafinuluanin Wievinisanss FortiClient VPN

@ FortiClientVPNInstaller

3. na w3y vV 04 Yes, | have read and accept waIAENYL Next

"M FortiClient VPN Setup — X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

A
|_.Yes,Ihavereadmdaomptﬂ1e



https://links.fortinet.com/forticlient/win/vpnagent

4. @an Install

"M FortiClient VPN Setup =

Ready to install FortiClient VPN

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

= [

5. \dlefinduasanadln manyUu Finish
"M FortiClient VPN Setup —

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel




6. WiosAnswasa Ivinnisidelusinsy FortiClient VPN

A

FortiClient
VPN

7. uadeng v Tugeq | acknowledge that this free software does not come with any

product support. | will not contact Fortinet technical support for any issues experienced

while using this free software anuUnNA | accept

@ FortiClient - Zero Trust Fabric Agent
File View Help

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.

Please upgrade to the licensed version for advanced features and technical
support.

I acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.




8. man Configure VPN

[a FortiClient - Zero Trust Fabric Agent - x
File View Help

FortiClient VPN
# & O 06 a

Upgrade to the full version to access additional features and receive technical support.

Configure VPN

9. muuaAT VPN Connection madl

@ FortiClient - Zero Trust Fabric Agent - X

File View Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection
ven o ST
Connection Name ‘ VPN_RMUTT |
Description ‘ |
Remote Gateway [202.44.130.19 | )
ElAdd Remote Gateway
Authentication Method | Pre-shared key |

Authentication (XAuth) ® Promptonlogin O Savelogin O Disable
Failover SSL VPN ‘ [MNone] v ‘

Single Sign On Settings D Enable Single Sign On (SSO) for VPN Tunnel

+ Advanced Settings

Cancel RE

VPN: IPsec VPN

Connection Name: VPN_RMUTT

Remote Gateway: 202.44.130.19
Authentication Method: \&an Pre-shared Key

anild Key: IPSECORMUTT@20265



%WﬂﬁulﬂﬁLuH Advanced Settings L&on VPN Settings

New VPN Connection

ven o ST

Connection Name ‘VPN,RMUTF |

Description ‘ |

Remote Gateway [202.44.130.19 | (%]
Elf-\dd Remote Gateway

Authentication Method | Pre-shared key v

Authentication (XAuth) @ Promptonlogin O Savelogin O Disable
Failover SSL VPN ‘ [None] v|

Single Sign On Settings E] Enable Single Sign On (S50) for VPN Tunnel

= Advanced Settings

+ VPN Settings

+ Phase 1

+ Phase 2

Cancel Save

P90 IKE 1@an Version 2

= Advanced Settings
= VPN Settings
IKE O Version 1
Address Assignment @ Mode Config (O Manually Set (O DHCP over IPsec

Encapsulation @ IKEUDPPort () IPSec over TCP () Auto (UDP fallback TCP)
00

o

¥ve Phase 1 viASewisng v auved DH Group luwes 20

= Advanced Settings

+ VPN Settings

+ Phase 1

+ Phase 2

= Phase 1
Encryption Authentication
IKE Proposal AES128 v SHA1 v
Encryption Authentication
AES256 v SHA256 A4
(2 s

DH Group (1 (14
(J1e (a7 (J1s (19
(21

Key Life 86400 .
Loca D

Dead Peer Detection
MNAT Traversal
[ ] Enable Local LAN




#9 Phase 2 1d0n DH Group 20 91n1unA Save

= Advanced Settings
+ VPN Settings

+ Phase 1

+ Phase 2

= Phase 2
Encryption Authenfication
WE Proposal | AES128 v | sHA1 v
Encryption Authenfication
| AES256 v| | SHA256 v|
Key Life 43200 Seconds
) [5120 KBytes

Enable Replay Detection

u Enable Perfect Forward Secrecy (PFS)

DH Group | 20 v ‘

Cancel Save

10. nsen Username uag Password #1l% Login rmutt account internet antiuAdn Connect

@ FortiClient - Zero Trust Fabric Agent - X
File View Help

@ FortiClient VPN
&« & O 6 a

Upgrade to the full version to access additional features and receive technical support.

VPN Name VPN_RMUTT 4

Username

Password |

E] Save Password E] Always Up




11. TUswnsuazanad@nue VPN Connected

@ FortiClient - Zero Trust Fabric Agent - X

File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

L (T

VPN Name VPN_RMUTT
IP Address 172.29.98.2
Username |
Duration 00:03:22
Bytes Received 19.63 KB
Bytes Sent 83.66 KB

12. mnepen1senldnnsitenne VPN adn Disconnect

@ FortiClient - Zero Trust Fabric Agent - X

File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

-

VPN Name VPN_RMUTT
IP Address 172.29.98.2
Username |
Duration 00:03:22
Bytes Received 19.63 KB
Bytes Sent 83.66 KB




