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1. umuazIngUszaed

Y a

wnasatuiidavhiuiielfidualioddsdmsunsiarnisidienss IPSec VPN rnulusunsu FortiClient d1msu

flinundeinsidensediginseienisluasinsanaieusnegrsasndy

v o ‘g 1% . .
YaNUALUBIAU (Prerequisites)

o AnnalUswnsy FortiClient 158US08WAIUULATBIABLNILADS

- ilYaya Remote Gateway (Server Address) ¥8avtga U
-l Pre-shared Key (siaduiildsiuiuseninaleaouduazingiag) Alasuaindauassuy
- Il (Userame/Password) 115U Authentication (EAP) Tunsiendudnldanu veN

. ASasRRNImastausedumasiinlaund warlullnsieadUatunasn UDP 500 / 4500

»  Download https://drive.google.com/file/d/TW0gnN_WwgoWsZaU-
ajd)Je6pwIN5GzrG/view?usp=sharing
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2. YUADUNITAIAT

2.1 nMsafensi¥euauazszy Remote Gateway

duneudl 1 {alusunsa FortiClient wélufiiuy REMOTE ACCESS mssnudneile
Jumouil 2 1denuiiv IPsec VPN wanaufiunsidouselvsl (Add a new connection) tietdantingng EDIT VPN

YUnaUN 3 NTONTBYAMINTIEALIBLAGTUAI:

ADD VPN

SSL VPN IPsec VPN XML

Connection Name RMUTT-IPSec

Description

Remote Gateway 202.44.130.19 X
+ Add Gateway

Authentication Pre-shared Key o

Method

Authentication (EAP) @ Prompt on login O Save login O Disable
() Enable Single Sign On (SSO) for VPN

Single Sign On Tunnel
VPN Settings ~
IKE Version1 [Unsupported] @ Version2

Address @ Mode Config Manually Set [Unsupported]
Assignment
DHCP over IPsec [Unsupported]

= v P &
M99 1: VBUANILVBUADNUIIU

WI51005 AINIUA

Connection Name RMUTT-IPSec
Description Awnale)

Remote Gateway 202.44.130.19
Authentication Method Pre-shared key
Pre-shared Key IPSEC@RMUTT@2026$
Authentication (EAP) Prompt on login
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NI51005 AINuA

Failover SSL VPN

[None]

Single Sign-On (SSO)

TaiUalgau (Disable)

2.2 M5A9A1 VPN Settings

@

YURBUT 4 LADUAINITIAIU VPN Settings WAIRTIRE0U/AAUAAINIL:

m‘a"m‘ﬁ 2: VPN Settings

VPN Settings

IKE Version1 [Unsupported] @ Version2

Address  @Mode Config Manually Set [Unsupported]
Assignment
DHCP over IPsec [Unsupported]

Encapsulation @IKE UDP Port (OIPSec over TCP
(O Auto (UDP fallback TCP)

IKE UDP Port 4500

W55 AINIUA

IKE Version 2
Address Assignment Mode Config
Encapsulation IKE UDP Port
IKE UDP Port 4500

*arvidesauade 2.3 IngusnRazidua default ladsndudesisalagdn wsmn VPN Lild Tinsiaaeuin an

default mseiutenasiusely
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Yupauil 5 MvuaAINsIsiELaYNTEUSuRIAUYEY Phase 1 lngsyuusasiunisiausrvaleya (Proposal)

Welinsaiuilunandegeleenigm:

SSL VPN

Phase 1

IKE Proposal

DH Group

Key Life

Local ID

Cancel

ADD VPN
IPsec VPN XML

Encryption

AES128 v
Authentication

SHA1 v
Encryption

AES256 v
Authentication

SHA256 v
(J1 (2 ()5 mMm14 (15
(J16 ()17 ()18 [J19 [J20
D21

86400 Seconds

Optional

Dead Peer Detection
™2 NAT Traversal

15197 3: Phase 1 — IKE Proposal

WISELA35 Andirsun
Encryption (yafi 1) AES128
Authentication (ﬂgﬂ‘ﬁ“ 1) SHA1
Encryption (yafi 2) AES256
Authentication (497l 2) SHA256
DH Group 14
Key Life 86400 U1l
Local ID Optional (11u319)
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a7e4mg): DH Group 20 naneils ECP384 (Elliptic Curve) Galviseaunaiutaenseganiinguuuy MODP vl mas

{aanlnsInUiae FortiGate (1nmkaguarem9) Avuald
2.4 N15M9A1 Dead Peer Detection

Yunouil 6 ATIREBUNITAIALRIANABWLNE Phase 2:

r 3
ADD VPN
SSL VPN IPsec VPN XML
Phase 2 AN
Encryption
AES128 v
IKE Proposal Authentication
SHA1 v
Encryption
AES256 v
Authentication
SHA256 v
Key Life 43200 Seconds
(7] 5120 KBytes
Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)
DH Group 14 v
Cancel

A15197 4: N1SAIATLNULAY

.
)
b
Do

NI510005 MU

Local ID Optional (13W14)

Dead Peer Detection (DPD) Waldeu (Enable)

Dead Peer Detection (DPD) l¥dmsunsivaeuaniuzvesdniavesglusd VPN agselilos vnnasianuinsnilsly

MBUAUDY STUUILENLANLATES19NSTaus o lvdlneonlulm
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2.5 N3HaAn Phase 2 (IKE Proposal, Key Life, PFS)
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Y

Yunauil 7 Mvuadimsiiniaves Phase 2 ([dwiuihsiateyaniwinugliedasa) uazivuneigyesad (Key

Life):

SSL VPN

Phase 2

IKE Proposal

Key Life

DH Group

Cancel

ADD VPN
IPsec VPN XML
N

Encryption

AES128 v
Authentication

SHA1 v
Encryption

AES256 v
Authentication

SHA256 v
43200 Seconds
(] 5120 KBytes

Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)

14 v

15197 5: Phase 2 — IKE Proposal wag Key Life

WIsnas Andifviun
Encryption (yaii 1) AES128
Authentication (‘qo’lﬁ 1) SHA1
Encryption (49l 2) AES256
Authentication (497l 2) SHA256

Key Life (Seconds)

43200 39 (Walgaw)

Key Life (KBytes)

5120 KB (laitUalgaru)

Enable Replay Detection

Waldau

Enable Perfect Forward Secrecy

(PFS)

Waldau
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DH Group (PFS) 14

Perfect Forward Secrecy (PFS) anglilmagigatuaes Phase 2 TdRgnmuindulmilaglifiuiuadves Phase 1
nAglaRguies vatunienad azlinsenusawatudundsialinauntin

Yupauil 8 WefMuUAAIATUIIULAY NAYY Save e TuUinNNAIAN

uaauN 9 naulufntinsenis VPN Connection L@annsiiausia RMUTT-IPSec kaanm Connect a1ntunsan

Username Wae Password auillasuanngauassuuiivediudusianu (EAP)

¥

3. M19ETUANITTADININUA

d9U Phase 1 uag Phase 2

W55 AINIUA

IKE Version 2

Encapsulation / Port IKE UDP Port 500

Phase 1 Encryption/Auth AES128-SHAL, AES256-SHA256
Phase 1 DH Group 14

Phase 1 Key Life 86400 U1l

Phase 2 Encryption/Auth AES128-SHAL, AES256-SHA256
Phase 2 Key Life 43200 U9l

PFS / DH Group Waldeu / ngu 14

Dead Peer Detection Waldau

%1 8 97N 8



